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About me

BlrY, ®KH: 2007-2012
[MpogormkeHne: 2012-2015 (PhD)
Tam xe: accucteHT Kad. NuAT

C 2016 — cneukypc Ha kad. TY

DataArt: 2010 — no HacTodllee Bpemd
Intern->Junior->Middle->Senior iI0S
Team and Tech Lead
Software Architect

Security Analyst

X DataArl




Agenda ¥ DataArt

*  Ayamnt 6e3onacHoOCTU
- MecTto B mogenun BSIMM (OWASP SAMM)

*  [lpn3Haku n uenwu

*  [lpmMeHnmocCTb

*  OcHOBHble TeMbl ayauTa
*  KOMMOHEHTbI MNPUNOXeHNS
*  VIHpacTpyKTypa, KOHPUrypauuna

* .../ HeMHoro 06 annyHbIX Npomaxax

Xn3Hb nocne

*  [lpuoputmnsaumna 3agau
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BSIMM n OWASP SAMM ¥ DataArt

@
gngS

IMMI:

Building Security in Maturity Model Software Assurance Maturity Model

Compliance and Policy, CP2.3 Policy & Compliance, PC2B

Implement and track controls for compliance Establish project audit practice


https://www.bsimm.com/framework/governance/compliance-and-policy.html
https://www.owasp.org/index.php/SAMM_-_Policy_&_Compliance_-_2

«A KaKk Ha3blBaeTe ero Bbl?» X DataArl




KntoyeBble NPU3HaKN ¥ DataArt

UacTtoTa

OOHOKpPAaTHO, pa3s B KBapTtan/nonroaa/rog,...

YYyacTHUKU

KIlo4veBble Jinua NnpoeKTa

TeMbl 4nsa pasroBopa
KOMIMOHEHTbI NpoayKTa
NHMPACTPYKTYpa (+NONNTUKKM 0OCNYXNBaAHNUS)

npoueccokl 1 compliance (ecnu Hy>HO)

Ueknuct

BHYTPEHHUE N KITMEHTCKNE CTaHOAPThbI

MTor: cnncok npobenoB 1 npobnem



Korga ayauT He HyXeH

AOCONIOTHO HOBbIU, HAYaTbIN C HYNA MPOEKT

MopenunposaHue yrpo3s (Threat modeling)
Attack Trees (Schneier)
STRIDE -> Elevation of Privilege (Shostack)
CAPEC (Mitre)
DREAD

OueHka puckoB (Risk assessment)
KornnyecTtBeHHbIE MoAermn

KayecTBeHHbIe

X DataArl

KopOTKOXUBYLLUN NPOEKT

He cBA3aHHbIM C 00pabOoTKON U XpaHEHNEM
KPUTUYHbIX OaHHbIX (Sensitive data)

Team augmentation

Y Bac OTCYTCTBYET BO3MOXHOCTb MPUHATUSA
KNMOYEeBbIX yNpaBneH4YeCcKnx peLeHum

Brnonbixax nepen BHeLWHeN NpoBepKoOUu (Mnu
BO BpeMsi, YTO eLle Xyxe)

[lycTaqa Tparta aeHer n cun



Tembl ayauta (M Hanbonee 4yacTtble Npobnembl)



User management X DataArt

- Scope of admin responsibilities

ID Picture Login Nickname Full name Gender Country Collections Source Registered
, S e A i Tetaiasme! i - manage users
n * enable/disable users
2 mary Mary Wilson F United States 072317
* reset credentials
3 n jay Jay Parker M [ United States 2 07/22/17 _ _
* view audit log
4 m dave David Miller M [ United States 2 Q7/2217 ] ] ]
- Credential policies
5 paul Paul Jones M [ United States 2 07721117 } ] i
ﬂ » secure distribution and change
6 l larry Larry Smith M 5] United States orr20M7 ° Secure Storage
7 ﬁ Kate Kate Adams F [ United States 07/2017 ° inaCtiVity lockout

- password rotation and complexity

no default credentials
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User Authentication X DataArt

Authentication Mechanism Token Security Session Anti-hijack
Generic error on login Token generation Explicit termination
Anti brute force Token transmission Inactivity termination
SSO and MFA Token signature ADbsolute termination
Re-authentication for Keys should not be reused Termination on password
sensitive actions Token reissue change and reset

Secure password recovery CSRF mitigation
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Access Control

Access control model

- Components used for implementation

« Access control enforcement

*  For static resources as well

+ Data contextual access control

- aka Data Permissions
- Additional restrictions (IP, geo...)

« Audit

X DataArl
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Data Protection

Secure connections to internal services and databases

Encryption of sensitive data at rest (with appropriate key management policies)

Non-compromised ciphers and cipher suites

Disclosure of sensitive information
In non-authenticated area
In logs
in VCS (3" party credentials)
via verbose error messages
via code (obfuscation, minification)

via client-side caches

Storage of Pll according to regulatory guidelines (GDPR, HIPAA,...)

X DataArl
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Input handling

DID YOU REALLY
NAME YOUR SON
Robert'); DROP
TABLE Students:—~ 7

-~ OH. YES. LITTLE
BOBBY TABLES,
WE CALL HIM.

WELL, WE'VE LOST THIS

YEAR'S STUDENT RECCRDS.
T HOFE YOURE HAPRY.

{

AND I HOPE
~~ YOUVE LEARNED
TO SANMIZE YOUR
DATABASE INPUTS.

X DataArl

Separate DTO
Server-side validation (whitelist, blacklist)
Prepared statements

File Upload

File name and content checks

Content type and size limitations
Output encoding

Validated server-side redirects
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Environment Configuration ¥ DataArt

Web server Network security Host security
HTTP verbs Inventory (diagram?) Account management
CORS configuration Environment isolation Unused services
Security HTTP headers NAT and firewalls File system monitoring
Platform headers Redundancy of critical Antivirus scanning
components

HTTP redirect to HTTPS Clock synchronization

TLS configuration Transparent encryption

Auditable, time-limited
remote access
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Processes

Logging and Monitoring
Centralized logging

Various sources
Retention policy
Log integrity

Access control
Traffic monitoring
WAF, IDS, IPS

Alerting

Backups

Documented policy

Retention policy

Relevance
Encryption

Recovery procedures

Alerting in case of failure

Test periodically

X DataArl

Maintenance

Patching

Vulnerability scanning
Code scanning

Risk assessment

Penetration testing
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[TpnopuTnsaumns



llled, yce nponano?

Defect Priority

X DataArt

-

I look only at the Priority field
and so QA shouldn't waste

lime writing down the

Sey erity

| think..QA just wants
to exaggerate the

DEVELOPERS
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[Tnpammngbl Macnoy

XJIEBOY

NMupamuga Macnoy, nepsas Bepcusa

BA3OBbLIE YEJIOBEYECKUE [TOTPEBHOCTU

MOTPEBHOCTb
B [MPU3HAHUU

COUMANBbHBIE MOTPEBHOCTU

MOTPEBHOCTb B BE3OMACHOCTU

PU3NONIOTUNECKUE MOTPEBHOCTU

Wi-Fi

YPOBEHD 3APANA BATAFPEU

X DataArl

I'm a Teapot

aders

3rd party

Sql injection
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[lpnopuTeThl

YenoBe4yecknun dpakTop: NOrMHbl U Naponm no ymonyaHuto, cekpetHole URL...
3alluuTa gaHHbIX: WwndppoBaHue, mepbl npotne SQL Injection...
AyTeHTdumKauns, ynpasrneHme ceccuamm n 6asoBbin ayguT

BesonacHas koHdurypaums okpyxenua (OC, Beb-cepBep, CeTb)
ABTOpPM3aLUNA U pacCLUUPEHHbIV ayauT

Anti-XSS, Anti-XSRF, CORS

Ayaut 3" party koga 1 KOMMNOHEHTOB

[1lpoyne menknue HacTpPOUKHK

X DataArl
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1. AyonT — CKy4YHasa, HO Hy>XXHas Bellb
2. Bbl TOXXKe 3aHMMaeTeChb UM

3. He aBnaeTcsa naHaueewu

4. TpebyeT NoaroToBKM

5. PaccTtaBbTe NpUopUTETD

6. 2KM3Hb 00 ayauTa — eCTb

/. VI nocne — Toxe ©
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